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Abstract

In this paper, we ardlyze the performance of protocolsin a retwork that consists of both
satellite and terrestrial components. One method, proposed by outsde resarch, to
improve the performance of network transfers over satellite isto use a performarnce
enhancing proxy often dubbed odfing. Spodfinginvolves the transparent splitting of a
network connedion between the source and destination by some entity within the
network path. In order to ardyzetheimpad of spodfing, we constructed asimulation
suite based around the network simulator ns-2. The smulation refleds a host with a
satellite connedion to the Internet or terrestrial network and al ows the option to spodf
connedionsjust prior to the satellite. The methodology used in our smulation alows us
to analyze spoofing over alarge range of file sizes and under congested conditions, while
prior work on this topic has primarily focused on hulk transfers with no congestion. Asa
result of these smulations, we find that the performance gan of spodingisless
beneficial for smaller sized transfers than gains obtained when transferring large files.

1 Introduction

A growing topic in the past few yeas has been that of hybrid networks, or networks that
contain both terrestrial and wirelesslinks. While there are many forms of hybrid
networks, the work presented in this paper focuses on the use of a geo-synchronous
satelli te within a network path. More spedficaly, the satdli telink islocated just prior to
the user, similar to a DiredPC model. Although not discussed in this paper, satellites do
cary some advantages over traditional cable. Howewer, one of the man disadvantages of
using asatellitein network communicaion isthe long delay needel to transfer datato
and from the satellite. Typicd delaysrange on the order of half asecond to travel from
the ground to the satellite and bad.

The Transmisson Control Protocol (TCP) isthe most widely used transport protocol
for Internet traffic. One TCP feaurein particular, congestion @ntrol, incorporates a
dow-start mechanism, which is highly susceptible to high delay links [AKOO0Q]. Theend
result isadeaeasein initial performance sinceit takeslonger to build up the sending
rate over along-delay network path. Spodfing, whichis discussedin more cefal in
Sedion 2, wasintroduced mainly for solving such a problem with high delays. However,
prior work on spoofing has focused on smulations of bulk transfers without congestion,
and has thus left an incomplete picture of spoofing’soverall performance The projed
discussed in this paper focuses on creaing a simple yet versatile simulation environment,
in which the performance of spoofing can be seen aadossa large range of file transfers,
while under congestion conditions.

The remainder of the paper includes Sedion 2, which discusses spodiing in greaer
depth, and Sedion 3, which outlines the acua smulation mechanicsand detail s. Sedion
4 presents the results of thosesmulations. Finally, Sedion 5 summearizes the conclusions
and lists possble areasfor future work on this subjed.

2 Background

In an attempt to mitigate the disadvantagesincorporated with long -latency links,
reseachers have been introducing performance-enhancing proxies (PEPs) into networks.



One such PEP that is currently being used in sateli te retworks is TCP spodfing [PILC-
ID, I-TCP, ASBD96]. The objedive of spoafing involvesisolating the long-latency link
by introducing a middle agent which splits the TCP connedion (seeFigure 1). However,
unlike aproxy cactle, spodingis transparent to bath the sender and recever. Thus, the
midde agent, or ‘spoder’, takes on the persondity of both parties. The responsibility of
the spoofer isto intercept, cade, and adknowledge data recaved by the sender and then
forward that datato therecaver. Asaresult, spoofing does breg theend-to-end
semantic of TCP, however while thisraises severd phil osophica issues[PILC-1D], those
issues are not thefocus of thispaper. Findly, it isworth noting thatin our modd data
segments and connedion teardowns are spoofed, while connedion setup remans end-to-
end.
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Figure 1. Satellite Spoofing
3 Simulation Overview

3.1 Terminology

The following terms are explained be ow and are used throughout this paper:

Flow. A series of transmissonsfrom onehost to ancther.

Packet: A TCP segment

For these smulations we used threemetrics to measure t he performance of a network

flow. Thefirst, throughput, isameasure of the time needed to complete a particular
transfer and can be measured from either the sender or recevers perspedive. For a
sender side ardlysis, the time of completion is marked by the reception of the ACK for
the final data padket. Whereas, the time of completion for receéver Sde andysisis
marked upon transmisson of thefind ACK. The ssocond metric usedis goadput, which
isan indicaion of what percentage of data padkets were unique. Thusagoodpu that is
lessthan one would indicate a transfer that suffered from retransmissons. Sinceit is
possble to have retransmissons without dataloss(e.g. spurious timeout, lost ACK), the
final metric used in the smulation was the calculation of thenumber of droppeddata
padkets, or smply drops. The metrics are summearized in Table 1.



Unique Padets
Throughput Transfer Time
Unique Padets
Goodpu Total Padkets
Drops Number of dropped data paclets
Table1: Summary of Metrics
3.2 Topology

The test network consists of five hosts and five routers as shown in Figure 2 below. Ead
host is conneded to its appropriate router via an Ethernet link and runs TCP with
seledive adknowledgements (SACK) [RFC2018,FF96] and delayed ACKs [RFC1122
RFC2581]]. Routersenforcedrop-tail queuing on all li nks, but an option for enabling
RED based quauing [FJ93] on hoth the satdli te and I nternet links was implemented. The
thresholds for RED were based on suggestionsfrom [H097] and arelistedin the routing
equations below. Finally segment sizes of 1500bytes were used [All0Q].
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Figure2: Network Topology

Queue Size

Ethernet = co

Others = (Bandwidth in bytesper seaond - (2- Delay)) / Segment Size
RED Queuing

Threshold = 1/5 - Queue Size

Maximum Threshold = 3/5 - Queue Size
(Only theinteger part of the result is taken from dl calculati ons)

Equation Set 1: Routing Calculations

Thetopology islaid out such that there aedistinct satellite and Internet portions.
First, the satellite is constructed asymmetricdly to allow for the possbility of alow
powered transmitter. Delay over the satelliteisfixed at 250ms, and the download
cgpadty set at aT1rate. Thecapadty of the transmitter is spedfied at runtime. The
second major portion of the topology, the Internet model, consists of four nodes. The
link between the two routers ads asthe “Internet”, whose bandwidth and delay area so




specified at runtime. The two hostsin the model are responsible for generating cross
traffic over the Internet link. Also, even though the model for the Internet is simple and
unrealistic of itsreal life counterpart, it is sufficient in capturing the basic characteristics
of propagation delay, limiting bandwidth, and competing traffic.

The remaining hosts are the nodes at which connections of interest will take place.
Using these three hosts, any combination of the hybrid network can be andyzed. More
specifically, host one represents a pure satellite user, and host five represents a user with
a high-speed connection to the Internet. Host two stands at amiddle gr ound with access
to both portions of the network. This property also makes host two capable of spoofing
connections as shown in Figure 3.

@<2:> R1 R2 K——=> Internet Model <==> R5 <2:>@

Figure 3: Spoofing in the Simulator *

Thus, with spoofing enabled, a connection from host five to one would be spoofed at host
two. It would cache, with infinite capacity, data received from host five and forward the
datato host one.

3.3 Traffic

All transfers used in the simulation make use of the File Transfer Protocol (FTP) to
transmit data. No competing traffic is present on the satellite link asit represents a
dedicated satellite channd®. However, competing traffic is present on the Internet link by
using an analytical FTP generator which is discussed in detail in Appendix A. Traffic

can also be generated by using atrace file to recreate sessions observed on areal
network.

3.4 Software

The smulationsin this paper make use of the Network Smulator (ns) [NS] verson 2.1b6
with two bug fixes, outlined in Appendix 0. Traffic generation is separated from the
simulation so asto facilitate reuse and modularization. The overall layout of software
structure isshown in Figure 4. The output from ns consists of three trace fileswhich are
uniquely named in relation to the type of simulation being done. This alows the analyzer
to distinguish which traces to analyze and dso dlowsfor congruent execution of
simulations. The function of the controller is to synchronize the spawning and execution
of both programs. Finally, a script automates the entire process, synchronizing traffic
generation with the controller and dlowing for multiple runs of different case scenarios.

! Due to simulator restrictions, spoofing could not be done at routers aswould likely be the case if it were
implemented in areal network. However, moving it to the host addsonly the Ethernet delay whichis
neglect able and likely much smaller than any processing delays that would be present in areal system.

2 The satdlite in this simulation was based off of the Advanced Communications Technology Satellite
(ACTS), which supported packet switching, spot transmissions, and frequency reuse.
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Simulation Hierarchy

Script

Traffic Generator Controller
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[
[ |
The Network Simulator Analyzer
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Figure 4: Software L ayout

Results

The results detailed in the following sedion are based on a 30 run simulation with the
following charaderistics:

T1 ratefor Internet bandwidth: Note thet whil e thelntemethas aphysicdly large
cgpadty than that of aT1, thedlocation of bandwidthis reguatedand so anacud
obtainable valueisless Also, ealier test based on this smulation showed that
changes to either the Internet bandwidth or delay have a predictable éfed on the
measured metrics. Therefore, in order to minimizethe effed of extraneous
bottleneds, a T1 rate was used.

An Internet delay of 0.069seconds. Thisvaue cane from samplingthe delay of
severa sights at various geographicd distances and averaging the result. Again, the
delay does have an effed on the smulations. Howe\er, the purpose of these
experiments was not focused on changesto the Internet properties and so the delay is
sufficient in charaderizing atypicd value.

T1 rate for transmisson to the satellite: While thisrate is much higher than what is
eonomicdly feasible for ahome user, the effed of variances to the transmisson
cgpadty was not of interest for this set of experiments.

Transmisgon of files from the network user (host five) to the satelli te user (host one)
under the following granularity: O to 100padketsby 1, 110to 500 padckets by 10,600
to 900 paclketsby 100,1000to 2000 @detsby 1000

Network variances: Drop-tall and RED queuing, end-to-end TCP connedions and
spoafing, sender side and recaver Sde andysis.

For the sake of simplicity, end-to-end TCP isreferred to as*Regular’ TCP in any
subsequent plots.

Figures 5 and 7 show the throughput of the man flow (h5—=>h1) from either the
recaver or sender side respedively. The different setup combinations between the
queuing and PEP types represent thefour curves on the plot. From the two plots we
can seethat, with our smulations, the use of RED based queauing haslittle dfed on
throughput in either case. Also, in the long run the steady state throughput values are
nealy the same regardlessof whose viewpoint istaken (as one would exped).
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Figures 6 and 8 show the percent difference of the throughput thatwas shown in
figures5and 7. The percent difference wascalculated by taking the throughput
difference of spoofing and end-to-end TCP over the throughput of end-to-end TCP. In
general:

Percent Difference= (PEP - Base) / Base,
Where the base in this case would be the throughput obtained from end-to-end TCP.
Thus, the line identified as “DropTail” in the plot refersto the percent difference between
“Regular-DropTail” and “ Spodfing-DropTail”. For metrics, such as throughput, where a
larger value indicaes better performance, a positive percent differenceindicaesthat the
PEP outperformed the base condition, whil e anegdtive value indicaesthe exad opposite.
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Also included in the percent difference plot is an enlarged view of transfers consisting of
40 packets or less. The importance of considering small transfersis shown in Figure 9.
From this plot, we see that transfers consisting of ten packets or less account for 90% of
the network traffic. Also, athough the data represents only a single network, the
underlining concept has been generally noted in other networks as well.

Plots for goodput and drops wereincludedin Appendix C so asto not clutter the main
document. These plotsfollow the general principle of that seen with throughput,
although both goodput and drops areindependent of viewpoint. Also, unlike throughput
and goodput, a positive percent differencein the number of dropsindicates that the base
condition outperforms the PEP since anincrease in dropsis unfavorable.

% Cumulative Distribution Function (CDF) of network transfer sizesin packets as seen at the NASA GRC
firewall on October 30, 2000.
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From the percent difference plots we can seethat spodiing has very different effeds
depending on which vantage isused. From the recavers viewpoint, thereislittle effed
for very small transfers and at most a 10% gain for transfers of ten padets or less
However, from the sender’ s perspedive, the gain is much larger for those same small
transfers. Thelarge gain in throughput for the senders could be very beneficial for busy
web servers. By freang resources asociated with long-delay connedions quickly, it
allows servers to satisfy more requests. Again, in thelong run, both viewpoints show
relatively the same performancegain. Both graphs contain some turbulence. Turbulence
reffersto several short and successve increases and dedines, which can le attributed to
the fad that thethroughpu valueswere anaverage of 30runs and that the varance was
very large. However, the dip in throughput found around 400 @adetsin Figure 6 is
rather unusual. One possble causeis that the spoofer recaves data nore quickly, and
thus overruns the satellite chanr@, dropping a large number of paclets. This is possble
since spoofing alows the rate of incoming paclets toincrea® over the Internetand
acamulate at the spocofer, which isill in ealy slow -start. Thus, spoofing adds a second
bottlened into the network path. The plot of drops showsa sarp increase around 400
padkets when spoaofing is used, which is supportive of thisclam.

5 Conclusions and Future Work

Asaresult of our smulation, we found that spoofing isindeed beneficial for largefile
transfers. For small transfer sizes, spoafing gredly increa®d the throughput seen by the
sender, but was much lessbeneficial for throughput observed at the recever, which is the



vantage point perceived by the end-user. Sincea maority of data snt aaossnetworks is
small, spoaofing will not provide much advantage to a standard home user. However,
benefits to web servers and other content providers would be significant. Also, spoofing
allowsfor datato acaumulate at the spoafer, creding a secnd bottlened andincreasing
the number of dropped data paclets, which dso degrades the recevers percaved
performance.

Weredizethat the work donein this paper refledssimul ationsand not adual data
measurements on red networks. Thus, a natural extension of thiswork may involve
implementing these smulationsin adual network test beds. Other extensionsinvolve the
inclusion of other types of PEPs aswell asthe effed of changes to the asymmetry of the
satellite and to the dharaderisticsof thelntemet.
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Appendix

A FTP Traffic Generation

A.1 Introduction

The FTP Applicaion-Level Traffic Generator (ALTGen-F) isatool that can be used to
describe redistic FTP traffic acossnetwork paths. ALTGen-F isa stand-alone toal that
generates atraffic profile, which can be used in conjunction with various applicaions
such as smulators or measurement tools used in real networks.

Thetraffic profile produced by ALTGen-F is based on mathematica models which
incorporate both observations seenaaossred networks and the reasoning behind those
observations[Pax94]. In comparison, empiricd models are inflexible and rehash what
was seen without endeavoring into the reasonsbehind the cata. Also, smple
mathematica models tend to fail to capture any compexity within the cata.

In the areaof network smulation, the processof gererating traffic is often overlooked
[PF97]. Often, traffic consists of astream of uniform data or is gererated from an
oversmplified model. Such representations fail to capture the key charaderistics of the
protocols. Thisgenerator was creded in order to producetraffic that better modelsthe
main charaderistics and traits of the FTP protocol.

A.2 FTP Traffic Generation

A.2.1 Terminology and detail s
The following terms are explained bel ow and are used throughout this report:

Flow. A network path which hosts a set of FTP sessons.
Flows are independent of ead other.

Session: All occurrences within a spedfic invocation of aFTP appli cation.

Connection: A sngle datatransfer within a sesson. All connedions utili ze the
Transmisgon Control Protocol (TCP).

Inter-connection time: Time ketween theend of one data connedion and the start of the
next within the same sesson.

Delay between connections: Same as | nter-connedion time.

Burst: A series of connedions whoseinter-connedion times are at most 4 seconds
[Pax94].

Load: Thenumber of sessons to gererate.
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Using thisvocabulary set, an example FTP sesson is shown in Figure 10 below.
< Sesson q
> Burst >

4 5 2 21 paclets 5sec | 3

Inter-connedion Time —¢——p

Data Transfer J

Number of connedions=5
Sesgon Size= 35 mdkets

Figure 10: Example FTP session

A.2.2 Digtributions

Aside from the standard distributions, severd other distributions are usedasfollows:
Pareto Distribution
A skewed, heavy-tailed distribution whose distribution function is defined as

F(x) =1 - (kix)", 1
where a isthe shape of the distribution and kis a sding fador.
Log,-Normal Distribution
A logz-normal distribution refers to arandom variable which follows a normal
distribution after first applying a logarithmic transformation (in this case log base 2).
Thusif random variable Y =log, (X) ~ Normal (i,0), then X ~ Logz-Normal (p,0).

A.2.3 Algorithm

The following algorithm describes the steps used to generate a FTP traffic profile:
[) Preprocessng
Preprocessng validates the program’ s parameters and writes a small header to the
traffic profile.
II) Gereratethe Traffic
1) Flow Identificaion
Flow identificaion is used to identify which sessons belong to which flow.
Flowsrangein ID from zero to one lessthan the total number of flows. The D is
incremented for eat sesson and follows the following formulain general:

For N flows,
sesson[k] corresponds to flow[k mod N]
where k=0, 1, 2, ..., (Load - 1)

2) Sesson Start Time Calculation
No sesson will start at time zero, unlesstheinitial caculationyields an initial
increment of zero. The time between successve sesson starts for a particular
flow is based on a Poisson distribution with a user-spedfied mean. A smaller
mean will yield more condensed traffic, while alarger valuewill yield more

12



sparsetraffic. [PF95] showsthat the time between FTP sessonsiswel modeled
as a Poisson distribution.

time; (Session[k]) = time; (flow[k mod N])
=timej.1 (flow[k mod N]) + Poisson (mean start time)

3) Session Size Calculation
The current sesson sSzein bytesis calculated using a Log ,-Normal distribution
[Pax94]*. Thus,

Session Size = 27, where R~Normal (Hsesson, Osession)

4) Generation of Connections within a Session
Any given connection is defined by a Log,-Normal distribution.

Connection, C; = 2%, where R~Normal (Hconnection; Gconnection)

A connection, C;, iscalculated, and its Szein bytesis added to the cumulative

sum of al previous connections for that session. If thetotal islessthan the size of
the session, this stepis repeated. If it isnot, the connection is truncated so that the
total number of bytesin the connectionsisequd to the sesson sze. This
introduces adlight bias to the connection sze calculation. While the shape of the
generated distribution remains the same, the averageis shifted downward dightly
asaresult of the truncations. Also, due to memory considerations for both the
simulator and generator, the total number of connectionsmay be restrained and an

appropriate warning message displayed.”

5) Caculation of Bursts
The calculation of burstsis a complicated procedure that relies on two different
distributions. First, aLog,-Normal distribution is used for the top 95 percentile.
The remaining bursts are characterized by a Pareto distribution. The procedure
(see Figure 11) goes asfollows:

For every connection in the session (in order of occurrence):

If the current connection is thefirst connection or the previous connectionis
marked as non-burst, calculate anew burst size, B, based off of the two part
distribution. If the difference between the current connection sze and the burst
Sizeisgreater than or equal to zero, then the current connection ismarked as
burst, and the difference between the current connection size and the burst Sze
becomesthe new B. Move to the next connection and repeat.

* Values for the parametersin the session, connection, and burst size calculations are those used in [Pax94].
However, they are easily changeable within the code if adjustment to the model becomes necessary.
® Therestraint is specified within the program, but can be modified if necessary.

13



6)

7)

8)

Burst Size Connedion Connedion
Calculation (Non-Burst) (Burst)

Figure 11: Exampleof burst calculation

Calculation of Delays between Connedions
The calculation of delay between data connedions cortains models not discussed
in [Pax94] and isdiscussd in greder detail in 8 3.

A burst by definition is a series of connedions separated by lessthan four seconds
[Pax94]. Thus, for any two conseautive connedions within aburst atime
between zero and four is generated. For any other combination of connedions, a
time greder than four isgenerated. The model used in generating these values
consists of threedifferent distributions - Log,-Normal, exponential, and uniform -
and arelisted in the table below. Finally, if adelay isobserved to be zero, it is
adjusted by one nanosend since zero delays cannot exist in many smulators.

BUrsts 0- 2.5semnds Exponential (0.616)
2.5 - 4 seconds Uniform (2.5, 4)
Non-Bursts | 4 - 180seconds Log,-Normal (3.27, 2.16)

Generate the Report for the Sesson

A report for the sesson is generated, where the start timeis an off setin seconds
from the start of the smulation and not the time ketween sessons. All sends are
the number of padetsto transmit, which correspond to the number of bytes that
were calculated previoudy andthe padet size ugd in thesimulation. Findly, all
delaysarein seconds. The format of the report is shown bel ow.

Lineg/Sesson | Flow | Start Initial [ Subseqient [ Delays ... ] Number of
Number ID Time Send Sends... | s Connedions

Figure 12: Report format

Reset sizesand Repea
Step two isrepeaed for the desired number of sesgons.
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A.3 Modeling Delays Between Connections

One of the characteristics absent from themodesin [Pax94] was a detailed anaysis of

the time between connections within asession. Thus, independent analysis was done
using the same LBL -7 dataset usedin [Pax94]. Since the times extracted from the data
set were extremdy skewed, a base two |ogarithmic transformation was applied to the
data. Theresult (see Figure 13) showed adistinct bi-modularity to the data, with the split
occurring roughly around 2.5 seconds. The data above thissplit fit very well to a normal
distribution and resulted in an overal Logz-Normal distribution. The data below the split
was less behaved and seemed dependent on factors such as round trip times and process
scheduling.

Histogram

1800 120.00%
<4 sec >4 sec
1600 T
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1400 T
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T 40.00%

1000 T
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800 T

600 T

400 T

T 20.00%
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.00%

0.000726
0.003713
0.018987
0.097097 +
0.496547
2.539315
12.985918

66.409261
339.613268 £

1736.763376
8881.711372

Bin: Time (sec)

Figure 13: Time between connections after log base 2 transformation (L BL -7 Dataset)

After some andysisamodel consisting of two parts was derived usng the data before the
transformation. An exponential model was used for datalessthan 2.5 seconds, and a
uniform model was used for data between 2.5 and 4 seconds. A smulation was then run
and the results of the smulation were plotted against the cumulative distribution function
(CDF) of the original data set, as shownin Figure 14 and Figure 15.
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It should be noted that the gererated modd tradks the origina well ® but is smoother due
to the use of mathematicd models.

A.4 FutureWork

While thistoal currently supports FTP traffic only, it was written with the hope of
extending it to other apgications such asHTTP. Thus, the design loosdy supportsthe
addition of other traffic models. Also, while ardysis of theinter-connedion model is
based primarily on the LBL-7 dataset, it would be \Aluable to test the aurrent modd on
additional, morerecent traces. Another interestis the dfect hat round trip times have on
inter-connedion times. Such an analysis would require a pacletlevd traceof network
adivity, which was unavail able at the imeof the analysis.

A5 Conclusion

Thistool generates FTP sessons based on models which incorporate the key
charaderistics of the protocol. By generating traffic that behaves off charaderistics
found at the application lewvd, this tod will allow for a better ardlysis of other network
isaues. Finally, the traffic profile generated can be used alongside a variety of
applicaiions and toals.
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B NSBug Fixes

B.1 Delayed ACK Timeout

Problem:

This bug arises when resetting a connection that uses delayed acknowledgements. The
ACK transmission timeout is not cancelled when a connectionisreset. Also, resetting a
connection clears any pending ACKs, which are saved globdly. However, snce the
timeout is not cancelled correctly, upon expiration the simulator attemptsto accessa
packet that no longer exists. Theresult isafatal error and an ungraceful termination.
Solution:

A reset function for the delayed ACK sink iswritten to override the base class reset
function (TCP sink). The new method correctly resetsthe ACK timer and calls upon its
parent to finish the remaining portion of the reset routine. Also, several checksfor null
pointers were needed in other areas of the code.

B.2 Retransmission Timeout Calculation

Problem:

This bug arises when resetting a connection. The retransmisson timeout (RTO)
sampling index is not updated correctly when resetting a connection. Theresultisan
incorrect sampling of path delay, which yields very large RTOs.

Solution:

Modify the reset method to correctly update the RTO sampling index to itsinitial value.
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C Additional Results
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